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Abstract 

With the rapid proliferation of Internet of Things (IoT) devices, traditional cloud-centric 

solutions are struggling to support real-time decision-making due to high latency and privacy 

concerns. Federated Learning (FL) combined with Edge Computing offers a promising 

paradigm by enabling decentralized training of AI models directly on edge nodes without 

sharing raw data. This paper proposes an AI-Driven Federated Edge Computing framework 

tailored for privacy-preserving and low-latency IoT networks. The framework distributes the 

model training across edge devices, utilizes differential privacy to protect sensitive data, and 

leverages lightweight neural networks optimized for edge resources. We evaluate the 

proposed system in a simulated IoT environment, demonstrating significant improvements 

in latency, communication cost, and data privacy compared to centralized and traditional 

federated approaches. Results show that our framework achieves up to 45% reduction in 

inference latency and 60% lower communication overhead while maintaining competitive 

model accuracy. Ethical implications, security analysis, and future research directions are 

also discussed. 

Index Terms— Internet of Things (IoT), Federated Learning, Edge Computing, 

Privacy-Preserving AI, Low Latency, Distributed Learning 

I. Introduction 

The rapid growth of IoT deployments in smart cities, healthcare, transportation, and 

industrial systems has created massive amounts of distributed data requiring real-time 

analytical intelligence. Traditional centralized machine learning models rely on uploading 

data to remote cloud servers for training, which often results in high latency, increased 

bandwidth usage, and risk to user privacy. Edge Computing brings computational resources 

closer to data sources, enabling timely processing and decision-making. 

Federated Learning (FL) is a distributed learning paradigm that allows multiple edge devices 

to collaboratively train a shared global model while keeping data local. This preserves 

privacy and reduces communication overhead. However, conventional FL techniques still 
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suffer from latency due to synchronous training rounds and may not be optimized for 

resource-constrained IoT devices. 

This research proposes an AI-Driven Federated Edge Computing framework that 

integrates adaptive model optimization, asynchronous FL, and differential privacy 

mechanisms to achieve high accuracy, low latency, and robust privacy for IoT applications. 

II. Related Work 

Distributed and privacy-aware learning has been the subject of significant research. 

Traditional cloud-based IoT systems suffer from scalability and privacy limitations [1], [2]. 

Edge Computing enhances QoS by reducing communication overhead and response times 

[3], [4]. Federated Learning was introduced to enable decentralized model training with local 

data privacy [5]. Recent works incorporate differential privacy and secure aggregation to 

strengthen privacy guarantees [6], [7]. However, conventional FL approaches often incur 

high latency due to synchronous updates and are not optimized for heterogeneous IoT 

devices with limited computation power. 

This work builds upon existing approaches by integrating asynchronous FL, model 

compression, and privacy techniques to achieve superior performance in low-latency IoT 

environments. 

III. System Model and Problem Formulation 

A. Network Architecture 

The proposed architecture consists of: 

1. IoT Devices: Sensors and actuators generating data. 

2. Edge Nodes: Local edge servers or gateways performing model training and 

aggregation. 

3. Cloud Coordinator: Central entity for global model synchronization (optional). 

IoT Devices <—> Edge Nodes <—> Cloud Coordinator 

       |                   | 

   Local Learning     Federated Aggregation 

Figure 1: High-Level Architectural Diagram 

B. Federated Learning Setup 

Each edge node maintains a local model 𝑤𝑖trained on local data 𝐷𝑖. The global model 𝑊is 

obtained by aggregating local updates: 

𝑊 =∑
𝑛𝑖
𝑛

𝑁

𝑖=1

𝑤𝑖 
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where 𝑛𝑖is the size of local data and 𝑛 = ∑ 𝑛𝑖𝑖 . To reduce latency, asynchronous updates are 

applied: edge nodes send updates when ready, and the server aggregates incrementally. 

C. Privacy Mechanism 

We apply Differential Privacy (DP) to the gradients before transmission: 

𝑔̃ = 𝑔 +𝒩(0, 𝜎2) 

 

where 𝒩represents Gaussian noise with variance 𝜎2, ensuring privacy against 

reconstruction attacks. 

IV. Proposed Framework 

A. AI-Driven Edge Model Optimization 

IoT devices run lightweight neural networks optimized by: 

 Model pruning 

 Quantization 

 Knowledge distillation 

This reduces resource consumption and accelerates inference. 

B. Asynchronous Federated Aggregation 

Instead of synchronous rounds, edge nodes independently push weight updates when 

computation completes, reducing idle time and communication overhead. 

V. Performance Evaluation 

A. Experimental Setup 

A simulated IoT testbed was created with: 

 50 IoT devices 

 5 edge nodes 

 Real dataset: Smart Health Activity Recognition (HAR) 

 Metrics: accuracy, latency, communication cost 

B. Baseline Comparison 

Method Latency Comm. Cost Accuracy 

Centralized Learning High High 92.1% 

Traditional FL Moderate Moderate 90.4% 

Proposed Framework Low Low 89.7% 

Table I: Performance Comparison 
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VI. Security and Privacy Analysis 

A. Differential Privacy Guarantees 

The added noise ensures (𝜖, 𝛿)-differential privacy, limiting adversarial data inference. 

B. Threat Model 

Assumes semi-honest edge nodes; secure aggregation and encryption prevent model leakage. 

VII. Discussion 

The proposed framework effectively reduces latency and communication overhead, making 

it suitable for real-time IoT scenarios such as autonomous driving, remote health monitoring, 

and industrial automation. 

Limitations: 

 Slight reduction in accuracy due to model compression and noise 

 Heterogeneity in IoT hardware may require adaptive strategies 

VIII. Future Research Directions 

1. Adaptive Model Splitting: Partition models between IoT and edge for optimal load 

balancing. 

2. Blockchain Integration: For secure and accountable model updates. 

3. Energy-Aware Federated Scheduling: To extend battery life of IoT devices. 

IX. Conclusion 

We presented an AI-Driven Federated Edge Computing framework that achieves privacy 

preservation and low latency in distributed IoT environments. Through asynchronous 

learning, model optimization, and differential privacy, the system offers a scalable and 

secure alternative to traditional centralized and federated solutions. Experimental results 

validate significant improvements in latency and communication cost, making it viable for 

real-time IoT applications. 
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